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                                CSIRT OPERATIONS TRAINING AGENDA
                         VENUE: PHAKALANE SPECTRUM HOUSE MEETING ROOM
                        DATE:    15 - 16 NOVEMBER 2023
                     TIME:    09:00 – 16:30hrs

	Director of Ceremonies- Robyn Kgosikebatho (DAY 1)

	TIME
	ACTIVITY
	SPEAKER

	09:00-09:30
	Arrival and Registration

	09:30-09:35
	Prayer

	09:35-09:40
	SHE Moment
	Ms. Rita Maduo Badumeleng

	09:40-10:00
	Welcome and Opening Remarks
	Mrs. Maitseo Ratladi – Director of Broadband and Universal Access and Service Fund (BOCRA)

	                                      PRESENTATIONS & (Questions& Comments)

	10:00 – 10:15
	Event Kick-off and Introduction to Cyber Fortress
· Welcome attendees and Introduction of instructors.
· Brief introductory presentation about the "Cyber Fortress" game.

	Mr. Piotr Kępski-COMCERT POLAND

	10:15 – 11:15
	Basic Package - Learning from the Ground Up
· Overview of fundamental cybersecurity concepts.
· Discussion of generic threats and defenses.
· Start of the game - Scenario 1: "First Attack."
· Team gameplay and preventive actions.
· Analysis of results and defensive strategies.
	

	11:15 – 11:30
	BREAK
	

	11:30 – 12:30
	 Advanced Package - Enhancing Skills
· Complex attacks and recognizing their traces.
· Incident detection techniques.
· Gameplay in Scenario 2: "APT Attack."

	Mr. Piotr Kępski- COMCERT POLAND


	12:30 – 13:30
	LUNCH
	

	13:30 - 1500
	SCENARIO 1
	BOTSWANA CSIRT (BOCRA)

	15:00 – 16:30
	SCENARIO 2
	BOTSWANA CSIRT (BOCRA)


	END OF DAY









	Director of Ceremonies- Robyn Kgosikebatho (DAY 2)

	TIME
	ACTIVITY
	SPEAKER

	09:00-09:30
	Arrival and Registration

	09:30-09:35
	Prayer

	09:35-09:40
	SHE Moment
	Mr. Mafoko Lebogang

	                                      PRESENTATIONS & (Questions& Comments)

	09:40 – 11:00
	SCENARIO 3
	BOTSWANA CSIRT (BOCRA)


	11:00 – 11:10
	BREAK
	

	11:10 – 13:10
	 SCENARIO 4

	BOTSWANA CSIRT (BOCRA)


	13:10 – 14:00
	LUNCH
	

	14:00 – 16:20
	SCENARIO 5
	BOTSWANA CSIRT (BOCRA)

	16:20 – 16:30
	CLOSING REMARKS
	Mr. Emmanuel Thekiso – Head of CSIRT (BOCRA)


	END OF DAY
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