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Document Information 

This document contains a description of BWCIRT according to RFC 2350. It provides basic information about the team, the ways it can be contacted, and describes its responsibilities and the services offered.

1.1   Date of last update 

This is version 1.0  : Date 16/10/2020
1.2  Distribution List for Notifications

Any change to this document will be reflected in the online version in accordance with clause 1.3.
1.3   Locations where this Document May Be Found

The current version is available at RFC 2350​.
Contact Information 

1.4 Name of the Team

Full Name: Botswana Computer Incident Response Team
Short Name: BwCIRT
1.5 Address

Botswana Communications Regulatory Authority Building

Plot 50671, Independence Avenue

Gaborone

Botswana

1.6 Time Zone

Botswana Time is 2 hours ahead of Greenwich Mean Time (GMT+2), and is in Central Africa Time Zone (CAT)
1.7  Telephone
+267 3929958/60 
1.8 Facsimile Number
Not Applicable 
1.9 Electronic Mail Address

info@cirt.org.bw 
1.10  Other communications
Available upon request - GSM
1.11  Public Key and Encryption information

BWCIRT PGP Public key can be viewed here. (ALL sensitive emails to BwCIRT, MUST be encrypted with BwCIRT PGP Key and send to security@cirt.org.bw .Please sign messages with a key that can be verified by public key servers.)
1.12  Team Members
The BWCIRT team leader is Emmanuel Thekiso who is the Head of BWCIRT.
Information about other team members is available upon request.

1.13  Working Hours

 Monday to Friday from 07:30 to 17:00 excluding public holidays
 During non-working hours please contact us via email – info@cirt.org.bw
1.14  Other Information

BWCIRT complies with the CSIRT Code of Practice - https://trusted-introducer.org/CCoPv21.pdf
BWCIRT supports the use of the Information Sharing Traffic Light Protocol (abbreviated TLP; sponsored by FIRST and TF-CSIRT) - https://www.first.org/tlp
1.15  Points of Contact for Consumers

The preferred method for contacting BWCIRT is via e-mail. For incident reports and related issues please use email ticket@cirt.org.bw.  This email is monitored regularly, and emails will be acted upon once received by our ticketing system.  If not possible (or advisable due to security reasons) to use e-mail, you can reach us via telephone (see 1.7 above). 
Charter

2.1 Mission Statement 
To share cyber security related information to Government Departments and core agencies (e.g. Critical Infrastructure).
To promote secure network of its constituents. 
2.2    Constituency
BWCIRT provides services primarily to  Communications services sector (regulated entities) such as Internet Service Providers and Telecoms Operators. We also extend the service to other stakeholdes including Critical Information Infrastructure and Governmental Agencies. 
2.3 Sponsorship and/or Affiliation

The BWCIRT is established through the Ministry of Transport and Communications, who reports to Office of the President.

2.4 Authority

2.4.1 BWCIRT is authorized to coordinate security incidents related to its constituents according to the CRA Act of 2012, and has no further mandate.
3 Policies 
3.1 Types of Incidents and Level of Support

BwCIRT collects and analyzes ALL incident information from our constituent, prioritizes the incidents and estimates impact. The team also engages its constituents through incident reports and recommended remedial action, as well as physical meetings.
3.2 Co-operation, Interaction and Disclosure of Information

3.2.1 BWCIRT will cooperate with other organizations to include law enforcement on computer and cyber Security issues. This cooperation also includes and often requires the exchange of vital information regarding security threats and vulnerabilities.
3.2.2 BWCIRT will protect the privacy of its constituency and stakeholders, and operate within the laws of Botswana when disclosing information.

3.3 Communication and Authentication
3.3.1 For normal communications not containing sensitive information BWCIRT will use conventional methods like unencrypted e-mail or telephone.  For secure communication PGP-Encrypted e-mail or telephone will be used and traffic light protocol (TLP) https://www.first.org/tlp will be used.
Services
The services provided by the BwCIRT are categorized as Proactive, Reactive and Quality Management services. They are further group as follows: 

4.1  Information Sharing

4.1.1 Announcements

Announcements provide information about known threats and vulnerabilities, and countermeasures needed to protect critical infrastructure, systems and networks.
4.1.2  Alerts and Warnings

Alerts and warnings about cyber-attacks or disruptions, security vulnerabilities, intrusion alerts and malwares will be disseminated to the affected and impacted constituents together with recommendations to counteract the problem if its necessary.
4.1.3 Newsletter

BwCIRT sends out a weekly Newsletter to update constituents on latest hacks, vulnerabilities, malwares and general cyber news.
4.2 Incident Management

4.2.1 Incident Response Coordination

This service aims at supporting any affected constituents by coordinating the response to information security incidents in cooperation with other international communities of CIRTs, and other public and private bodies as appropriate.

4.2.2  Incident Resolution 

 BWCIRT will advise local security teams on appropriate actions, follow up the progress of concerned local security teams and ask for reports. The CIRT will collect statistics about incidents within its constituency and recommend international security guidelines and best practices.
4.3 Cyber Threat Intelligence

4.3.1 A proactive service in which security trends and patterns are monitored within the cyberspace and the cyber thread landscape. BwCIRT collects and analyzes data/information to identify potential cyber threats and possible countermeasures. Processes and workflows are followed in accordance with the Service operating procedures of BwCIRT.
4.4 Awareness

4.4.1 A quality management service that consists of initiatives towards capacity building and cybersecurity awareness amongst constituents, stakeholders and the public in general.

5 Incident Reporting Forms

5.1 Please fill in this form, required to report an incident (Annexure A). Submit it securely to the email on item 1.15 or submit physically at the location on item 1.5 above.
6 Disclaimers

6.1 While every precaution will be taken in the preparation of information, notifications and alerts, BWCIRT assumes no responsibility for errors or omissions, or for damages resulting from the use of the information contained within.


